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Inclusive Collaborative

Anti-Money Laundering and Counter-Terrorism Financing Policy

This policy sets out Abertay University’s approach to identifying, preventing, detecting and
reporting money laundering and terrorist financing. It aims to minimise the risk of the
University being used to facilitate economic crime and to protect the University and its
members from criminal penalties, civil liability, and reputational harm.

Current legislation applies a broad definition of money laundering activities and the range
of activities where the legislation can apply. Historically, the primary focus was on banks
and the financial sector but all companies and institutions, including Higher Education
Institutions, are now subject to the legislation. The University is required under the Money
Laundering Regulations 2017 to put in place appropriate systems and controls to forestall
money laundering and terrorist financing. An effective anti-money laundering and
counter-terrorist financing regime is designed to prevent Abertay’s services being used by
criminals.

Failure to comply with this policy puts individuals at risk of committing a criminal offence.
The anti-money laundering and counter-terrorism financing regimes exposes individuals
to personal liability for heavy fines and penalties ranging from two years to 14 years
imprisonment.

This policy applies to all University members, including staff (academic and professional
services), students, members of Court and its committees, consultants, contractors, agents
and others acting on the University’s behalf. It also applies to directors and staff of
subsidiary companies and joint ventures, visiting scholars and retired staff who continue
to conduct research. The University expects those parties to:

¢ avoid handling any money, goods or other items known or suspected to be associated
with the proceeds of crime, or becoming involved with any services known or
suspected to be associated with the proceeds of crime;

e remain vigilant and report concerns related to suspected money laundering activity;
e co-operate fully with any investigations into reported concerns; and to
e maintain confidentiality about any suspected or actual incidents.

The University may follow disciplinary procedures against any member of staff or students
who has committed a money laundering offence.

Page 1 of 10
2026.02/CG/033/244



Abertay University | Anti-money Laundering
and Counter-terrorism Financing Policy | February 2026

Any request for a reference for a member of staff who has been disciplined or prosecuted
for money laundering shall in all cases be referred to the Director of People and Culture,
who will respond having regard to employment law.

3 Policy Statement

Abertay University is committed to fulfilling its obligations to identify and report money
laundering and terrorist financing.

The University will not tolerate money laundering or terrorist financing activity being
carried out by its own staff, governors or by third parties involved with the University’s
activities.

3.1 Legislative Context

1. Proceeds of Crime Act 2002 (POCA 2002)
POCA 2002 establishes a number of money laundering offences:

e The principal offences of concealing, disguising, converting, transferring or removing
criminal property from the UK; entering into or become concerned in an arrangement
which facilitates the acquisition, retention, use or control of criminal property for or on
behalf of another; or acquiring, use or have possession of criminal property;

e Failure to disclose or report offences; and

e The offences of tipping-off and prejudicing an investigation.

2. Terrorism Act 2000 (TA 2000)

TA 2000 criminalises both participation in terrorist activities and terrorist financing. The
act establishes a similar pattern of offences to those contained in POCA 2002:

e The principal offences of fundraising, use or possession, arrangements and money
laundering;

e Failure to disclose offences; and

e Tipping-off offences.

3. Money Laundering, Terrorist Financing and Transfer of Funds (Information on the
Payer) Regulations 2017 as amended by the Money Laundering and Terrorist
Financing (Amendment) Regulations 2019

The Money Laundering Regulations 2017 set administrative requirements which require
systems and controls to forestall money laundering and terrorist financing.
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While the proceeds of crime, terrorist financing and money laundering regimes are
different, they share similar aims and structures and run together in UK legislation. Many
of the provisions of POCA 2002 and TA 2000 mirror one another, and the definitions are
deliberately matched. Both POCA 2002 and TA 2000 run parallel to the Money Laundering
Regulations 2007 (Amended 2012).

Money laundering regulations apply to cash transactions in excess of 15,000 Euros (or
equivalent, currently approximately £13,400). However, POCA 2002 applies to all
transactions and can include dealings with agents, third parties, property or equipment,
cheques, cash or bank transfers.

There are specific requirements around the reporting and investigation of concerns
around money laundering, which are detailed later in this policy.

4. Economic Crime and Corporate Transparency Act 2023 (ECCTA)

While separate to the money laundering and counter-terrorist financing provisions of the
above legislation, the ECCTA incorporates key features relevant to this policy, including:

. Information sharing: Where lawful and proportionate, allows the University to share
relevant customer information with other AML-regulated entities directly or via an
intermediary for the purposes of preventing, detecting or investigating economic
crime. Such sharing must:

- Comply with UK GDPR and data protection principles, including lawfulness,
necessity and minimisation;

- Bedocumented, including purpose, scope and recipients;
- Avoid disclosure of legally privileged information;
- Be coordinated by, or notified to, the MLRO.

° DAML exemptions: increases the threshold for certain defence against money
laundering (DAML) applications to £1,000; and, where an account contains both
legitimate and suspicious funds, allows the University, subject to appropriate
controls, to permit the “pay away” of funds identified as legitimate while retaining at
least the value suspected to be criminal.

. Crypto-assets: strengthens powers to seize and recover suspected criminal crypto-
assets, informing enhanced risk controls for crypto-related transactions. Crypto-
related transactions present specific risks. The University will not accept, hold or
transfer crypto-assets unless expressly approved by the MLRO following risk
assessment. Where approved, enhanced controls will apply, including source-of-
funds/wealth checks and transaction monitoring.
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e  Companies House reforms: strengthens identity verification and enables more
active gatekeeping of company information, supporting verification of beneficial
ownership and lawful purpose.

° Limited partnerships: tightens registration and transparency requirements,
including for Scottish limited partnerships, requiring a UK connection.

° Corporate liability: expands attribution to senior managers for certain economic
crimes and introduces the separate “failure to prevent fraud” offence for large
organisations (supported by government guidance).

3.2 Definitions

Money laundering is the process through which proceeds of crime and their true origin
and ownership are changed so that the proceeds appear legitimate.

Terrorist financing is providing or collecting funds, from legitimate or illegitimate sources,
to be used to carry out an act of terrorism.

The fundamental nature of the activity is one where criminals will try to conceal the origin
and true ownership of the proceeds of their activities in order to turn the money from
“dirty” to “clean”. Money Laundering relates to any involvement or interaction with the
proceeds of crime. This can apply to cash, goods, services, financial securities, and
property (including intellectual property rights).

Typically, money laundering involves three stages:

e Placement: The process of placing criminal property into the financial system. This
might be done by breaking up large sums of cash into smaller amounts or by using a
series of financial instruments (such as cheques or money orders) which are deposited
at different locations.

e Layering: The process of moving money that has been placed in the financial system
in order to obscure its criminal origin. This is usually achieved through multiple
complex transactions often involving complicated offshore company structures and
trusts.

e Integration: Once the origin of the money is disguised it ultimately must reappear in
the financial system as legitimate funds. This process involves investing the money in
legitimate businesses and other investments such as property purchases or setting up
trusts.

While the University is most likely to become involved in the layering stage, it potentially
could be involved in any stage.
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3.3  Warning signs of money laundering and terrorism financing

Since criminals are always developing new techniques any list of this can never be
exhaustive, but typical signs of money laundering and terrorist financing are:

. Obstructive or secretive counterparties.
. Unusual or unexpected payments, significant cash deposits or overpayments.
e  Last-minute changes to source of funds.

. Cancellation, reversal or request for refunds; particularly where refunds are
requested to a third party, especially a third party that has no logical connection to
counterparty.

° Bank details that do not logically relate to the counterparty;
. Large deposits followed by early refund requests.

While no member of the University is expected or required to be expert in identifying
money laundering or terrorist financing, all members are expected to remain alert to the
warning signs of money laundering and terrorist financing and make the sort of enquiries
that a reasonable person (with the same qualifications, knowledge and experience) would
make.

3.4 The University’s approach to prevention and detection of money laundering

and terrorism financing activity

The University will assess money laundering and terrorist financing risks across activities
(e.g. student fees and refunds, research funding, donations, procurement, agents and
international partnerships). Controls will be proportionate to risk and include:

e  Appropriate due diligence checks, applied in relation to ‘know your customer’
principles.

e  Applying enhanced due diligence where higher risk is identified (e.g., complex
structures, high-risk jurisdictions, PEPs, crypto-asset exposure, unusual payment
patterns).

. Scrutinising transactions to ensure they are consistent with the University’s
knowledge of the counterparty and risk profile.

° Screening relevant counterparties against applicable sanctions lists prior to
onboarding and at appropriate intervals.

e  Retaining CDD and transaction records.

e  Stronginternal controls, which will aid prevention and detection of such activity; and
improving those internal controls by learning from incidents.

e  Staff awareness and training;
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3.5 Money Laundering Reporting Officer (MLRO)

The Money Laundering Regulations require that an organisation has a Nominated Officer
to ensure that there is up-to-date knowledge of issues relating to Anti-Money Laundering
and Counter-Terrorist Financing throughout the organisation, implement appropriate
policies and procedures and receive and respond to reports of suspicious activity.

The Nominated Officer (Money Laundering Reporting Officer) for Abertay University is the
Director of Finance, Infrastructure and Corporate Services. In the absence of the Director of
Finance, Infrastructure and Corporate Services, the Head of Finance will act as MLRO.

The MLRO is responsible for:

. receiving reports of suspicious activity from any employee, Governor or third party
and maintaining a Register of all Report Forms;

° considering all reports and evaluating whether there is, or seems to be, any evidence
of money laundering or terrorist financing;

° reporting any suspicious activity or transaction to the National Crime Agency (NCA)
by completing and submitting a Suspicious Activity Report (SAR);

. asking NCA for consent to continue with any transactions that they have reported
and making sure that no transactions are continued illegally.

3.6 Reporting money laundering concerns within the university

If a member of staff, governor or third-party suspects money laundering activity in relation
to the University or becomes concerned about their involvement then they should:

° complete the Money Laundering Report Form at Appendix A to report the concern,
giving as much information as possible; and

° send the Report Form as soon as possible to the Director of Finance, Infrastructure
and Corporate Services, who acts as the University’s Money Laundering Reporting
Officer, who will acknowledge its receipt and advise upon further process and any
further information needs.

The transaction should be suspended, pending the advice of the MLRO, unless to do so
would alert the suspect to concerns of money laundering. If the MLRO gives you consent to
proceed with a transaction, then that consent only applies to that specific transaction. If
the funder, supplier, student, customer or client requests further activities or transactions,
further consent is required from the MLRO even if you do not have a suspicion in regard to
the subsequent activities or transactions.

Failure to make a report to the MLRO is a criminal offence in itself.
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It is not tipping-off to advise funders, suppliers, students, customers or clients of the
University’s duties under the anti-money laundering and counter-terrorism financing
regime by providing them with the University’s standard terms of business.

Following this advice will protect employees from committing the criminal offence of
“tipping off”.

3.7 Responding to money laundering concerns within the university

Upon receipt of a completed Money Laundering Report Form (Part 1), the MLRO must
complete Part 2 of the form. Consideration will be given to all relevant information,
including:

. reviewing other relevant transaction patterns and volumes;

. the length of any business relationship involved;

e the number of any one-off transactions and linked one-off transactions; and
. any identification evidence held.

The person making the Part 1 report will be advised of the timescale within which a
response can be expected.

The MLRO will make other reasonable inquiries as appropriate in order to ensure that all
available information is considered when deciding whether a report to the NCA is required.
Inquiries will be made in such a way as to avoid any appearance of tipping off those
involved.

3.8 Making a Suspicious Activity Report (SAR) to the National Crime Agency (NCA)

Money laundering legislation requires concerns to be reported in writing; and that all
actual or suspected instances of irregularity relating to the scope of this Policy should be
reported without delay.

If the MLRO suspects money laundering or terrorist financing, they will normally suspend
the transaction and make a SAR to the NCA. However, a judgment should be made
regarding how safe and practical it is to suspend the transaction without “tipping off” the
suspect. It may be necessary to make the report as soon as possible after the transaction is
completed.

Within 48 hours of a suspicion being formed, a SAR should be submitted in the prescribed
manner and in the standard report format provided by the NCA. Failing to make a SAR
where there is knowledge or suspicion of money laundering is an offence in itself.
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The NCA will make a decision after a SAR has been submitted. If no response has been
received seven working days after the SAR was submitted, then the transaction can
proceed.

Where the MLRO concludes that there are no reasonable grounds to suspect money
laundering then consent will be given for transactions to proceed and the disclosure
report will be marked accordingly.

Information that a SAR has been made should never be placed on a funder/supplier/
students/customer/client file. It may be a tipping off offence to reveal to a funder, supplier,
student, customer or client that a SAR has been submitted.

3.9 Tipping off

It is an offence for someone to tip off (inform) a person suspected of money laundering
that a Money Laundering Report or SAR has been made or there is a money laundering
investigation contemplated or taking place. However, it is permitted liaise with funders,
suppliers, students, customers, clients or colleagues as part of any enquiry into an unusual
activity, in order to obtain further information to help decide whether there may be a
suspicious act and/or to remove any concerns of a suspicious act. In doing so no reference
should be made to money laundering suspicions or action taken that is likely to prejudice
an investigation.

Once reported, staff should make no further inquiries into the situation or discuss their
concerns with anyone else at any time, unless instructed by the MLRO. Neither should they
make any reference on afile to a report having been made. The appropriate records will be
kept in a confidential manner in by the MLRO.

The offence of tipping-off cannot be committed by discussing concerns with or submitting
a Money Laundering Report Form to the MLRO or by submitting a SAR to the NCA.

3.10 Record keeping

In practice comprehensive financial records will be created and held for routine recording,
reporting and auditing purposes. Such record keeping will also aid the University in
evidencing its compliance with the anti-money laundering and counter-terrorism funding
laws and regulations Those records will be essential to support subsequent investigation
into a funder, supplier, student, customer, client or transaction. The types of record to be
kept may include:
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e Customer due diligence
e Daily records of transactions
e Receipts
e Cheques
e Paying-in books
e Customer correspondence
Records may be kept in any of the following formats:
e  Originals
. Photocopies
o Microfiche
. Scanned
. Computerised or Electronic

The MLRO will keep a separate Register of Money Laundering Report Forms and will
update this Register with any relevant documents, including a copy of any SARs made to
NCA and other NCA correspondence. Current NCA guidance requires that Report Forms
and associated documentation should be kept for at least five years.

4 Review and communication

This policy will be reviewed every three years or following a significant incident.

It will be communicated to all staff, students and governors and made available on the
University intranet and awareness will be promoted through induction, training, and
internal communications.

5 Related Policy Documents and Supporting Documents

Legislation Economic Crime and Corporate Transparency Act 2023
Strategy Financial Strategy
Policy N/A
Procedures N/A
Guidelines N/A
Local Protocol N/A
Forms Money Laundering Report
Page 9 of 10

2026.02/CG/033/244


https://www.bing.com/ck/a?!&&p=674755c84156662faedba9c06dd2127f606bdc4a664e135251d7b14ee2ccc341JmltdHM9MTc3MzE4NzIwMA&ptn=3&ver=2&hsh=4&fclid=14ce44c7-b4f3-6522-1ef7-52eab58b6439&psq=Economic+Crime+and+Corporate+Transparency+Act+2023&u=a1aHR0cHM6Ly93d3cubGVnaXNsYXRpb24uZ292LnVrL3VrcGdhLzIwMjMvNTYvY29udGVudHM

Abertay University | Anti-money Laundering

and Counter-terrorism Financing Policy | February 2026

6 Additional Information

Audience Public

Applies to All University Members
Classification Corporate Governance
Category University Governance
Subcategory Legal Regulations
Approving Authority University Court
Approval Date 18 February 2026
Effective Date 19 February 2026
Review Date 31 January 2029

Policy Document Author Director of Finance, Infrastructure and Corporate Services

Policy Document Owner Director of Finance, Infrastructure and Corporate Services

For the purposes of this policy document and related policy documents, terms are defined
in the Policy Document Library Glossary.

If you would like this document in a different format (e.g. large print, braille), please
contact policydocumentlibrary@abertay.ac.uk

If you need any assistance to access or understand the document, please contact
finance@Abertay.ac.uk

All printed versions of this document are classified as uncontrolled. Please ensure you
access the current version in the Policy Document Library.
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